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AUDITING IN THE IT ENVIRONMENT:  
DISCUSSION ON METHODOLOGY

The problem of forming an integrated approach to the methodology of economic control (including audit 
and internal control) is considered in the article. Auditing in the IT environment and with the use of ІТ 
combines the features of social, natural, and exact sciences, and deals with research objects, which are 
conceptual systems, natural systems, and abstract systems.

The structure of the method of economic control and audit is proposed. The audit method has a two-
dimensional (static and dynamic) and two-tier structure. At the general theoretical level, it includes 1) basic, 
general scientific theoretical techniques and approaches; 2) general research procedures inherent in 
auditing as an interdisciplinary field that combines research methodologies from natural, social, and exact 
sciences. At the applied (technological) level, the elements of the auditing method are control procedures 
and control technologies based on general scientific methods, approaches, and research procedures. 

The scientific procedure of audit and internal control is investigated and the methods based on the 
toolkit of exact sciences in conditions of ІТ application were proposed. The research method is arranged 
according to the selected objects. The techniques are grouped into three categories: a) techniques for 
collecting facts about physical characteristics; b) methods of thinking to gain understanding; c) modelling 
and programming. The identified facts are assessed and compared with the norm and an auditing result is 
formed, as well as in the direct implementation of corrective action.

Keywords: audit, economic business control, computer information system, information technology, 
simulation, audit software.
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Introduction and research problem. To date, 
scholars have not agreed on the positions on audit 
methods and methods used in economic control. The 
very concepts of control methods, audit methods, 
control activities, control procedures, audit and 
control methodology often are not distinguished. 
Moreover, they are being mixed with similar terms 
borrowed from management science, economics, 
mathematics, etc. Global practice of auditing 
research not only does not pay much attention to the 
basic terms and concepts but also omits the fact that 
at some point the application of information 
technologies both in accounting and auditing had 
begun. This short text is aimed to sum up and disclose 
some ideas that could be useful to start a wide 
discussion on the modern concepts of the method, 
techniques and methodology in audit and auditing 
research, and identify them in the context of global 
research practice and business practice. 

Recent publications analysis. In general, the 
methodology deals with the study of the scientific 
basis for the use of individual methods in research, 
and it is a philosophical, theoretical background 
for the study of the particular object. In auditing 
and economic control, from the local Ukrainian 

point of view, there are fundamentally different 
approaches to the methodology (Ivakhnenkov, 
2010, pp. 101‒192). 

Traditionally, scholars believe that auditing 
deals with both ‘problems of fact’ similar to those of 
the natural sciences and with ‘problems of value’, 
specific to those of the social sciences. Therefore, in 
the seminal work on the audit theory, R. Mautz and 
H. Sharaf write: “It <auditing> must have two 
procedures, one for dealing with each kind of 
problem in order to deal with each aspect” (Mautz & 
Sharaf, 1964, p. 27). 

Ukrainian authors consider the classification of 
methods differently. The common approach is that in 
economic control in general and in auditing, in 
particular, there are certain universal general 
scientific (philosophical) methods (Bilukha, 1998; 
Drozd, 2004), and then there are individual methods 
or techniques. Such an approach to determining the 
theoretical foundations of the methodology cannot 
be found in English-language literature on auditing. 
Instead, authors typically write about the research 
procedure, the order of studying objects ‒ not about 
philosophical principles or general scientific methods 
(Hayes et al., 2015; Mautz & Sharaf, 1964). 
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Unsolved parts of the problem. The further 
development of the theory and practice of audit 
requires clarification of methodology and the 
development of coherent, integrated, scientifically 
based concepts on methodological issues.

Research goals and questions. The purpose of 
the study is to develop methodological provisions of 
auditing in the IT environment, as well as for audits 
performed with computer-assisted audit tools and 
techniques.

To achieve the purpose, the following objectives 
were set:

‒  to revise and systematize conceptual appro-
aches to the audit methodology, formulate its modern 
paradigm and develop the conceptual apparatus 
according to its basic foundations;

‒  to structure the audit method, consider its static 
and dynamic, general theoretical and technological 
components for further improving the methodology 
and organization of auditing in the context of the use 
of information systems and technologies.

Main findings. The search for the origins of the 
fundamental difference in scientific paradigms of 
auditing methodology led to the analysis of 
approaches in two theoretical works on logic, 
published in the middle of the 20th century in the 
Soviet Union and the United States (Bibler, 1958; 
Ruby, 1950). In these sources, approaches to the 
process of logical thinking in research are considered 
differently. The manual on ‘dialectical’ logic, 
published in 1958 in the USSR, identified 8 categories 
of dialectical logic, namely: analysis, synthesis, 
induction, deduction, abstraction, analogy, modelling, 
experiment. A textbook on logic, published in 1950 
in the United States, identified also 8, but stages of 
scientific thinking: 1) consideration of preliminary 
data highlighting the problem; 2) the formulation of 
the problem; 3) an overview of the facts relevant to 
the problem; 4) use of prior knowledge; 5) hypothesis 
formulation; 6) development and specification of the 
hypothesis; 7) testing the hypothesis; 8) conclusion: 
the hypothesis is confirmed or not confirmed. 

Thus, differences in the basic paradigms of 
Ukrainian and foreign scientists are explained by the 
different understanding of the basic provisions of 
logic. Ukrainian scientists, following Soviet 
traditions, firstly consider the basic scientific and 
philosophical categories, foreign ones ‒ the procedure 
for conducting research. Prof. V. Rudnytskyi in this 
regard writes about the “additive” and “procedural” 
approaches to the methodology identification in 
accounting and auditing (Rudnytskyi, 2000, p. 31). 
The additive approach considers the system of 
methods and techniques; the procedural one ‒ the 
mechanism of action and the sequence of certain 

types of work. Foreign researchers do not apply the 
additive approach to audit methodology at all, only 
the procedural approach is used. To underline this, an 
American researcher Philip Wallage states that “the 
audit process can be compared to the empirical 
scientific cycle” (Wallage, 1993). An empirical 
science cycle is a systematic process of experimen-
tation that consists of formulating a research question, 
then drawing up a plan for empirically investigating 
that question. The authors from the USA and the 
Netherlands agree with this, noting: “Although the 
numerous judgments made during a financial audit 
(about audit approach, sampling, audit risk, etc.) 
make it more of an art than a science, the audit process 
follows a systematic process” (Hayes et al., 2015, 
p. 23). The audit process begins with the client’s 
request, which is determined by the audit plan, 
continues with factual checks and ends with the 
auditor’s opinion.

Those two approaches do not contradict each 
other. There is no disagreement between general 
methodological techniques (could be described as 
control ‘statics’) and procedures (could be described 
as control ‘dynamics’). A common feature of the 
approaches is that the method of auditing is considered 
as the sum of methodological techniques, which, in 
turn, are used depending on specific objects to audit 
peculiar business cases. However, no methodological 
structure has been produced that would explain the 
principles for applying specific techniques. Also, as 
we already mentioned, traditionally auditing was 
considered as an activity that deals with social 
structures (organizations ‒ people that unite to do 
business) and physical structures (physical business 
assets, energy, etc.). Now it is time to discuss 
characteristics of abstract systems that represent 
essential importance to modern business.

Abstract systems are interconnected and 
interacting sets of words, symbols, etc., created by 
means of communication in society (Marsh & 
Swanson, 1991, p. 24). A common example of 
abstract systems is a financial system based on the 
idea of monetary units that are not tied to the value 
of a specific material equivalent (a striking modern 
example is the concept of cryptocurrencies). 
Studying the characteristics of abstract systems and 
their parameters is an extremely important issue in 
auditing. Abstract systems at business entities 
include systems of artificially created formal 
indicators, which: 1) characterize the financial 
condition and business processes; 2) model the 
financial condition and business processes for their 
management. The first group of systems of artificially 
created indicators includes, for example, the financial 
accounting system, which is based on the 
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double-entry principle, and, respectively, financial 
statements. The second group of systems includes 
algorithms inside computer business information 
systems (from simple accounting software to 
Enterprise Resource Planning systems). 

Nowadays, most businesses use computerized 
accounting systems that work by software algorithms. 
Thus, the ongoing research project of the Kyiv-
Mohyla Academy Department of Finance Faculty 
during 2010‒2019 demonstrated that only 9 business 
entities out of total 142 respondents in Ukraine in 
2010–2013 (6.3 %) and only 4 entities out of 
114 interviewed in Ukraine in 2014‒2019 (3.5 %) 
had financial accounting not automated in any way. 
Information processing algorithms and models of 
business processes implemented in such accounting 
systems are used not only to provide management 
with information but also to actively support and 
manage business processes. 

All of this makes it necessary to pay detailed 
attention to the relationships of auditing with the 
exact sciences ‒ mathematics, logic and computer 
science. The research methods in exact sciences are 
unique in their ability to provide accurate and fully 
proven knowledge, both about abstract concepts and 
about individual real (however modelled) objects. 
Natural sciences have physical objects as their 
subject; social ones deal with social and cultural 
objects (people, their collectives, activities, ideas); 
exact sciences deal with statements and numbers. 
Computer science, in particular, studies the 
development of algorithms, including (Schneider & 
Gersting, 2018, p. 6): 1) studying the behaviour of 
algorithms to determine if they are correct and 
efficient; 2) designing and building computer 
systems that can execute algorithms; 3) designing 
programming languages and translating algorithms 
into these languages so that they can be executed by 
the hardware; 4) identifying important problems and 
designing correct and efficient software packages to 
solve these problems.

The basic research method in mathematics and 
logic is proving, not confirmation of hypotheses or 
interpretation. The main question in computer 
science is: “What can be (efficiently) automated?” 
(Dodig-Crnkovic, 2002, p. 5), and the basic methods 
are modelling and computational experiment 

(simulation). The process of scientific thinking in 
computer science is thus reduced to the process of 
modelling, which is in a simplified way looks like 
this (Aho & Ullman, 1994; Dodig-Crnkovic, 2002): 
1) selection of characteristics and formal methods 
for modelling; 2) building a model; 3) checking the 
model. Accordingly, in practice, the model is a 
particular computer program.

Programming was first seen as exact science that 
is similar to mathematics. But it turned out that it is 
very difficult to create a large software product that 
is free from errors. One of the suggested ways to 
solve the problem was as follows: since a computer 
program is a sequence of logical steps, similar to 
proving theorems in mathematics, then its correctness 
can be proved. C. A. R. Hoare, a leading scientist in 
this field, argued: “Computer programming is an 
exact science in which all the properties of a program, 
and all the consequences of its execution, in principle, 
can be found in the text of the program itself using 
purely deductive thinking” (Hoare, 1969). 
R. Stallman and S. Garfinkle expressed the idea 
even more precisely (Stallman & Garfinkle, 1992). 

However, philosophers and mathematicians 
opposed the fundamental possibility of completely 
proving the correct functioning of computer 
programs. J. Fetzer, a philosopher, argued that it is in 
principle impossible to accurately verify computer 
programs since there are limitations arising from the 
very nature of computers as complex causal systems, 
the behaviour of which, in principle, “can be known 
only with such uncertainty that accompanies 
empirical knowledge as opposed to the confidence 
that is inherent in mathematical calculations. 
Therefore, when the set of entities consists of purely 
abstract entities, a convincing final check is possible, 
but when the set of entities consists of concrete 
physical objects, only relatively reliable checks are 
possible” (Fetzer, 1989). J. Barwise (1989), a 
mathematician, pointed out that to predict what a 
real program does on computers, it is necessary to 
simulate not only programs and hardware but also 
related conditions, including, for example, the 
qualifications of an operator. So, it is anyway 
necessary to experimentally test computer programs.

All of this is directly related to auditing because 
it encompasses all three general scientific procedures 

Table 1.  Elements of the method of auditing

Dimensions
 Levels 

‘Statics’ of control  
(additive approach)

‘Dynamics’ of control  
(procedural approach)

Level 1 – General 
(theoretical)

Basic theoretical 
elements that support the 

audit methods 

General scientific methods and 
approaches (including commonly 
used methods of other sciences)

Research procedures specific to 
auditing as an interdisciplinary 
professional activity

Level 2 – Applied 
(Technological)

Practical methods of 
auditing Control activities and techniques, auditing procedures
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for scientific research, applicable in different types 
of sciences. Based on all of the above, we propose to 
present the auditing method as a complex two-
dimensional and three-level construction, as shown 
in Table 1.

At the basic, general theoretical level, the method 
of auditing consists of 1) general scientific theoretical 
approaches and techniques (such as analysis, 
synthesis, induction, deduction, abstraction, analogy, 
modelling, experiment); 2) the general research 
procedure inherent in economic control that integrates 
the research methodology of natural, social and exact 
sciences (such as consideration of data; hypothesis 
formulation and development; testing the hypothesis).

We believe that on the second, applied 
(technological) level, the audit method is made up 
of its applied elements, which include: examination, 
observation, inquiries, external confirmation, 
recalculation, reperformance, etc. Those methods 
are described in the International Standard on 
Auditing No. 500 entitled “Audit Procedures for 
obtaining audit evidence” (ISAs, pp. 380–396).

At the second, technological level, the elements 
of the auditing method are control procedures and 
control technologies (based on general scientific 
methods, approaches, research procedures, 
methodological techniques and techniques). In a 
broad sense, control technology is the entire set of 
methods and tools necessary for exercising control. 

In a narrow sense, it is a complete system of clearly 
described control activities and means for their 
implementation (norms, descriptions, physical, 
technical tools, software). Control technology 
should have characteristics of a formalized system 
of actions and tools that perform clearly defined 
control tasks (in fact, to be an algorithm), and the 
final result of the control technology should be 
either a clear quantitative characteristic or a specific 
corrective action.

The general research procedure inherent in 
auditing as an interdisciplinary discipline combines 
the research procedures of natural, social, and exact 
sciences, can be shown using the following scheme 
(Fig. 1). Auditing includes various types of 
assessment of information about economic facts and 
business processes, performed by specialists 
(auditors) who are external to the business processes.

First of all, businesses are complex, socio-
technical systems that consist of personnel, 
materials, energy, and communications that have 
natural and monetary characteristics. Many of their 
parameters can be measured using physical 
parameters ‒ for instance, the area on which the 
enterprise is located, the number of products sold, 
employed workers, the volume of resources that are 
consumed. Here, during the course of an audit, 
research procedures can be applied primarily by the 
scheme 1A‒2A (see Fig. 1), which is similar to 

A. Characteristics of physical 
systems and processes 

B. Characteristics of social 
systems and conditions 

2. Composing of the research method 

C. Characteristics of 
abstract systems and parameters 

Audit goals  

3. Evaluation and comparison with the norm 

A. Judgment-based 

4. Conclusion 

B. Automatic 

B. Corrective influence А. Informing 

C. Modeling 
and programming, software

and databases testing 

A. Techniques for gathering 
evidence on physical 

phenomena 

B. Techniques for gaining 
understanding and gathering 
evidence on social structures 

1. Defining of audit objects 

Fig. 1. General research procedure in auditing
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checking physical objects using, for example, 
organoleptic methods (inventory-taking, control 
measurements, etc.). 

An important feature of auditing is the issue of 
the quality and sufficiency of the necessary facts to 
exercise control. Auditors often base their opinions 
on satisfactory facts (reasonable audit evidence) 
rather than on the best possible facts. As R. Mauz 
and H. Sharaf noted, the auditor always works under 
time constraints (Mautz & Sharaf, 1964, p. 30), so 
his conclusions are often debatable. Rarely an 
auditor is not limited in time, staff, or funds. So, in 
practice (and it is allowed by auditing standards), 
auditors are forced to modify the research procedure 
1A‒2A and use the sequence 1A‒2A together with 
1A‒2B, applying their understanding of the 
situation (professional judgment) to guide the 
procedures for gathering facts. That is why auditing 
applies such methodological techniques as risk 
assessment and materiality calculation, as well as 
iterative (cyclical) execution of the research 
procedure according to the scheme (1.1).

This research procedure includes the 
reassessment of audit risk, the refinement of the 
methodology for collecting facts at each step of an 
iteration (everywhere the professional judgment is 
used). Of course, the evaluation of results is also 
judgment-based (3A).

(1.1)

Auditors also pre-accept the hypothesis they 
consider most likely to save efforts and speed up 
testing. As a general rule, this hypothesis states that 
there are no deviations from the norm, or they are 
insignificant (using the wording from the 
International Standards on Auditing ‒ “there are no 
material misstatements”).

However, none of the authors principally objects 
to such scope and extent of an audit, which makes it 
possible to verify with a high degree of accuracy all 
(namely, two) possible hypotheses ‒ both about the 
presence and the absence of deviations. We believe 
that the basic research aim here is to find ways to 
remove time and scope restrictions by making control 
technologies cheaper and increasing their reliability.

Another procedure is applied when auditors deal 
with such objects as characteristics of social systems 
and states. When conducting an audit, it may be 
necessary to assess a number of qualitative 
characteristics of the system under study, which may 
relate to social subsystems ‒ for example, the control 
environment, the moral and educational level of 

employees, the adequacy of business decisions made, 
for example, on the choice of fixed assets depreciation 
or the costing of current assets in accordance with 
accounting standards. Such audit objects are not 
clearly formalized and defined; they can be interpreted 
and understood in different ways. Accordingly, the 
assessment of these parameters by auditors will also 
be subjective, not clearly formalized, and the 
evidence, respectively, will be less accurate and 
reliable. In this case, the course of an audit of a 
research procedure typical for social sciences 
according to the scheme 1B‒2B (see Fig. 1) is used.

To date, there are no developed fully effective 
methods for studying the functioning of the business 
computer information systems and the characteristics 
of such systems. The most efficient procedure for 
studying abstract systems is the application of 
modelling (as the next level of abstraction) and 
programming and the following study of the 
programmed model (by the procedure 1C‒2C ‒ 
Fig. 1). But since the computer information system of 
the business entity already contains abstract models 
of the specific business processes’ functioning, in 
some cases the most efficient audit method for 
studying even physical systems will be studying the 
objects by the following procedure (1.2).

(1.2)

In this case, to control the physical parameters 
and characteristics of a specific physical system 
(inside a business entity), an abstract model of such 
a system, which is contained in a business computer 
information system is studied. Here a model for the 
next level of abstraction is being built ‒ an ideal 
model for exercising control. An example of such an 
audit procedure would be, for example, when the 
auditor uses his/her own software to test the 
functioning of the client’s business and accounting 
software and the data it contains. 

Conclusions and further research proposals. 
Even though domestic and foreign accounting 
researchers express fundamentally different views 
on the main conceptual provisions of auditing 
theory, in the context of ІТ use it is possible to 
combine different paradigms. Auditing in the IT 
environment and with the use of ІТ is an area of 
scientific knowledge that combines the features of 
social, natural and exact sciences, and deals with 
research objects, which are conceptual systems 
(knowledge, skills, etc.), natural systems (physical 
objects and their characteristics) and abstract 
systems (conceptual and algorithmic models).

(1А-2А) 

+ 
(1А-2B) 

3А 1C
2C1А Model 

1А 
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The objects of an audit include both financial 
reporting indicators, characteristics of business 
processes, the functioning of the accounting system, 
and, subsequently, the functioning of information 
systems and technologies with the help of which 
business processes and accounting are carried out. 
In the context of the use of information systems, 
there is a mutual penetration and integration of 
different types of control activities in terms of their 
content and objects.

Depending on the specific tasks of an audit, 
various audit objects are distinguished. They can 
be financial statements, individual financial 
indicators, control technologies, ІТ, the state of the 
management system, etc.

The audit method has a two-dimensional (static 
and dynamic) and two-tier structure. At the basic, 
general theoretical level, this includes 1) basic, 
general scientific theoretical techniques and 
approaches; 2) general research procedures 
inherent in auditing as an interdisciplinary field 
that combines research methodologies from 
natural, social, and exact sciences. At the applied 
(technological) level, the elements of the auditing 
method are control procedures and control 
technologies based on general scientific methods, 
approaches, and research procedures.

The research method is arranged according to the 
selected objects. The techniques can be grouped into 
three categories: a) techniques for collecting facts 
about physical characteristics; b) methods of thinking 

to gain understanding; c) modelling and programming. 
The identified facts are assessed and compared with 
the norm (both a creative assessment by a specialist 
and an automatic one) and an auditing result is formed, 
which may be just providing information, as well as in 
the direct implementation of corrective action. In an 
ideal situation, to audit objects of different types, their 
own research methods are used.

In practice, time, spatial, budgetary and legal 
restrictions are always imposed on the exercise of 
audits. We believe that the main scientific and 
methodological task of research in the field of 
modern auditing today should be the issue of 
removing or expanding these restrictions. A real 
opportunity to do this today is provided by 
information technologies and modelling of business 
processes with their help.

Since in the practice of auditing, a methodological 
research procedure is used, which is characteristic 
for solving evaluative problems regarding actual 
problems and abstract systems, audit activity today 
cannot be described only in terms of control 
technologies. Issues related to value judgments and 
the specifics of the research procedure, which 
includes elements of the research procedure used in 
the social sciences, makes this impossible. In this 
case, the formulation and choice of alternatives 
significantly depend on the personality of the 
auditor himself, his education and experience, is 
unreasonable in the study of concrete (physical) 
and abstract systems.
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Івахненков С. В.

ДИСКУСІЯ ПРО МЕТОДОЛОГІЮ АУДИТУ 
В УМОВАХ ЗАСТОСУВАННЯ ІНФОРМАЦІЙНИХ ТЕХНОЛОГІЙ

Мета дослідження: розроблення методологічних положень аудиту в середовищі інформаційних 
технологій, а також для застосування під час здійснення аудиторських перевірок, проведених з вико-
ристанням комп’ютерних інструментів і методів аудиту. 

Методи дослідження: позитивізм, який передбачає наявність і застосування різноманітних на-
укових парадигм та теорій у межах окремих наукових дисциплін; окремі положення діалектичного 
матеріалізму; загальнометодологічні засади системного підходу та соціотехнічний системний під-
хід; кібернетичний підхід, емпіричний метод і метод ідеалізації; економіко-математичне моделюван-
ня; порівняння, аналіз, синтез, інтерпретація, узагальнення.

Результати дослідження: побудовано двовимірну (статичну і динамічну) та дворівневу структу-
ру методу господарського контролю та аудиту, що охоплює базовий загальнотеоретичний та техно-
логічний рівні. Ця структура лягла в основу запропонованої загальної процедури дослідження  
в аудиті, яка базується на поєднанні елементів методології дослідження природничих, суспільних  
та точних наук, що дало змогу сформувати комплексний підхід до удосконалення методології аудиту 
в умовах та із застосуванням інформаційних технологій.

Можливе застосування результатів дослідження: на підставі розроблених положень можлива 
розробка організаційних і методичних положень аудиту та контролю в умовах застосування інфор-
маційних технологій.

Висновки. Об’єктами аудиту є як фінансові показники, так і характеристики бізнес-процесів, 
функціонування облікової системи, а отже, і функціонування інформаційних систем і технологій, за 
допомогою яких здійснюються облік і бізнес-процеси. В умовах використання інформаційних сис-
тем спостерігається взаємне проникнення та інтеграція різних видів контрольної діяльності. На 
практиці на проведення аудиторських перевірок завжди накладаються часові, просторові, бюджетні 
та юридичні обмеження. Завданням подальших досліджень має стати зняття або розширення цих 
обмежень. Реальну можливість зробити це надають інформаційні технології та моделювання біз-
нес-процесів з їхньою допомогою.

Ключові слова: аудит, економічний контроль, комп’ютерні інформаційні системи підприємств, 
інформаційні технології, моделювання, аудиторське програмне забезпечення.
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